
   SECURITY RISK MANAGEMENT   

Security risk management is the intersection of threats, vulnerabilities and assets, and is 

fundamental to SCG’s approach to security. We have a stepped process for the identification 

and management of your security risk, which will inform business needs and support your 

decision making and daily operations. 

SCG uses a risk-based approach to all our security 
consultancy offerings, so you can be sure we are 
providing mitigation solutions that are tailored to meet 
the specific needs of your business.

Our risk approach is aligned with international 
standards and better practice guidelines, such as  
ISO 31000 Risk Management and HB:167 Security 
Risk Management, and has been developed over many 
years in the security industry in both government and  
the private sector. 

Our team’s expertise and experience allows us 
to adjust the level of security rigour depending on 
requirements, and our in-house risk tools  
and strategies are flexible enough to incorporate 
existing risk management frameworks. 

“ “Our risk assessments enable you to consider    
  the adequacy of existing security controls,   
  prioritise risks for further evaluation and   

  determine which risks are acceptable and   
  which require further treatment.”  

Risk services across all major  
market sectors

Security adviser to state &  
federal law enforcement &  
national security agencies 

Public & private sector projects 
delivered across Australia &  
New Zealand

OUR WORK

Mayne Pharma production facility

Adelaide, SA  |  2020

Mayne Pharma’s Australian manufacturing site is located 
on 12ha outside Adelaide and has comprehensive facilities 
for commercial-scale manufacturing of solid oral and topical 
pharmaceutical products. SCG was engaged to review 
security arrangements to provide assurance regarding 
compliance with relevant codes and legislation, improve 
security governance and ensure physical, technical and 
personnel security at the facility.

NEXTDC, AirTrunk and DUG data centres

Australia-wide  |  2019 - 2021

SCG is the market leader in security risk services for the 
rapid expansion of data centres throughout Australia and has 
delivered over 40 security risk projects for some of the Asia 
Pacific’s largest operators (in addition to numerous design and 
construction projects), including security risk assessments, 
security management plans, peer review, SOPs for dawn 
raids and SCEC consultancy for upgrades enabling storage of 
the highest levels of confidential government information. 
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OUR WORK

Western Power

Perth, WA |  2020

Security risk assessments conducted by SCG have been 
an integral part of design and construction of electricity 
infrastructure by Western Power, the state-owned corporation 
responsible for building, maintaining and operating the 
electricity network in WA. We’ve been engaged to complete 
these across many existing and new sites to identify security 
vulnerabilities, inform the planning process and contribute to 
the strategic management of risk within the corporation.

Museums Victoria

Melbourne, VIC  |  2016

SCG was engaged to develop a security management 
framework for Museums Victoria through which it could 
identify, manage and respond to risks at its extensive network 
of museum and storage sites throughout the state. Following 
an initial review, framework development via a working group 
of key stakeholders and plan implementation, the client was 
delivered an integrated framework of security policies, plans and 
procedures ready for endorsement by the Board and Executive. 
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Treatment
Governance measures
Planning, design & engineering
Technology & communications

Identify
Asset criticality 
Security vulnerability & risk 
Threat identification
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Establish context
Strategic, security and entitity

Analysis & evaluation
Your security risk profile  
& risk tolerance range

Recording & monitoring
Reporting, assurance, resilience  
& business continuity

IMPROVING SECURITY 
EFFECTIVENESS

Our risk treatment plans and recommendations  
are designed to reduce your organisation’s risk  
and improve security effectiveness, enabling you  
to make informed decisions regarding risk posture,  
and current and future capital and operating 
expenditure.

Our specialist team of security and risk experts 
understand current and emerging security trends  
and international, domestic and local context,  
including geopolitical, regulatory, social, economic, 
community and environmental risk factors.

They maintain close networks with the security, 
policing and intelligence communities, enabling  
them to see beyond the event horizon to anticipate 
and address credible threats and risks, and  
consider your business’s vision, objectives and 
operational constraints as part of an assessment  
of your risk.

SCG’S RISK MANAGEMENT PROCESS 

(Modified from ISO 31000 & aligned with the Australian Government’s Protective 
Security Policy Framework: Security Planning and Risk Management.)


